Ayrshire ¥
College 4

Minute of the Audit and Risk Committee
Held by Hybrid Attendance at Kilmarnock Campus
Thursday 30 November 2023

Present:

Steven Wallace Chair

Sharon Morrow Vice - Chair

Matthew Wilson Non-Executive Board Member

In attendance:

Hilary Denholm Board Governance Advisor & Minutes
Alan Ritchie Vice Principal, Finance & Infrastructure
Liz Walker Head of Financial Services

Stephen Pringle Wylie & Bisset — Internal Auditors
Adrian Kolodziej Azets — External Auditors

David Eardley Azets — External Auditors

1. Welcome and Declarations of Interest
The Chair, Steven Wallace, welcomed all present to the meeting.
There were no Declarations of Interest presented.
The meeting was confirmed as quorate.
2. Apologies
Apologies were recorded from Alison Sutherland, Non-Executive Board Member;
Angela Cox, Principal & Chief Executive; Anne Campbell, Vice Principal, Skills and
Enterprise and David Davidson, Vice Principal, People, Performance and
Transformation.
3. Minutes of the Previous Meeting held on 10 October 2023 (Paper 1) C/P
The minutes were approved as a correct record.
Proposed: S Morrow Seconded: S Wallace

ARC Action & Decision Tracker (Paper 1A) (P)

The Committee noted the updates regarding the actions which are all now
completed.

4. Matters Arising

A Ritchie gave a verbal update on the work progressing on the revised version of
the Business Continuity Plan which will be brought to a future meeting.

There were no other outstanding matters arising from the minutes.
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5. Internal Audit — Wylie & Bisset
i) 2022-23 Credits Audit Report (Paper 2) (P)
S Pringle introduced Paper 2 as presented.
The Committee noted:
e The requirement to undertake annually and submit to the Scottish Funding
Council
e One low grade recommendation
The Committee noted the strong report and level of assurance received.
ii) 2022-23 EMA Audit Report (Paper 3) (P)
S Pringle introduced Paper 3 as presented.
The Committee noted that there were no issues or recommendations.
The Committee noted the positive report and level of assurance received.
iii) 2022-23 Student Support Funds Report (Paper 4) (P)
S Pringle introduced Paper 4 as presented.
The Committee noted:
e The requirement to undertake annually and submit to the Scottish Funding
Council and to SAAS.
e There were no issues or recommendations.
The Committee noted the positive report and level of assurance received.
6. Draft Counter Fraud, Risk and Bribery Policy (Paper 9) (P)

A Ritchie introduced Paper 9 as presented.

The Committee noted:

e This had been produced following an internal audit recommendation.
¢ Once approved, actions will be taken to publicise and implement.

e A fraud response plan will be created.

Discussion took place around targets and clarification of staff level responsibilities, and
some minor amendments to the documentation were highlighted.

Decision: ARC42-D05 - The Committee approved the Counter Fraud, Risk and
Bribery Policy subject to the minor amendments highlighted.
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9. Rolling Internal Audit Action Plan as at 31 October 2023 (Paper 10) (P)
A Ritchie introduced Paper 10 as presented.

The Committee noted:

e The College had three outstanding audit recommendations, of which one was due
to be completed, and has now been closed.

e Revised Financial Regulations will be provided to the next BRIC.

e Financial Management training will be included in the revised Evolve management
programme.

e A budget holder handbook will be issued to budget holders in Q1 2024.

The Committee noted the report.

12.A0B

Discussion took place around the ARC meeting frequency for AY24/25.

The Committee agreed that four meeting dates should be retained for AY24/25, with
the additional meeting time available being used for added value activities, particularly

around risk management, plus documentation reviews by the Committee.

Date of Next Meeting — Tuesday 19 March 2024 at 4pm

Private Meeting between the Committee and Auditors

In accordance with the Committee’s terms of reference, the Committee held a meeting
with Internal and External Auditors without management present. The purpose of this
meeting is to provide auditors with the opportunity to present their views on the
organisation and management.

External and Internal Audit both advised that despite significant change in the
Executive Leadership Team, that there were no material issues raised in this regard,
and that good collaborative working had helped achieve the audit plan completion.

The Chair and the Committee thanked the Auditors for their contribution and

welcomed both the positive feedback put forward and level of assurance
provided.

P - Papers will be published on the College Website; R - Papers will not be published for reasons of commercial
confidentiality or for reasons associated with data protection legislation; C/P - Confirmed minutes will be published
on the College Website

RESERVED ITEMS ON THE NEXT PAGE
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Ayrshire College (Paper 2)
Audit and Risk Committee
19 March 2024

Strategic Objective SOS5 High performing college underpinned by excellence in

Reference: stewardship and governance
Subject: Internal Audit Report — Estate Management
Purpose: The paper provides an overview of the recently conducted internal

audit review into Estate Management at the College.

Recommendation: The Audit and Risk Committee is requested to consider and approve
the report.

Executive Summary

This review formed part of the 2023-24 Annual Internal Audit Plan. The purpose of this
assignment was to review the strategic and operational arrangements in place in respect
of estates management at the College. The auditors have also reviewed the maintenance
of the assets, the safety of the estates and the processes to ensure compliance with safety

legislation.
Overall Assurance: Weak
The overall conclusion is as follows:

‘We can provide the College with a weak level of assurance surrounding the
controls in place for Estates Management. We have raised two recommendations
including one high grade recommendations for improvement. Please see Section
3: Detailed Recommendations for further information. We have also raised three
observations for consideration, please see Section 4: Observations for more
information.’

The overall weak assurance is regarding the lapsed College Estate Strategy which has
resulted in a high-grade recommendation being made. The College has accepted this
recommendation.

The report has identified several areas of good practice (pages 10-11) including

compliance with legislative requirements across all campuses.

Detailed Report

The College has accepted the two recommendations, and these will be added to the
Rolling Audit Action Plan.

The report made 3 observations in section 4 which the College has noted:
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1) Curriculum Development Plan (CDP)
Due to staff changes and appointments during the year the timetable for the
completion of the CPD has been extended. The 24/25 CPD has now been
finalised and work is underway to identify the additional resources required to
deliver the intended plan.
2) Team Structure
This is currently being addressed through the Executive Leadership Team for
wider consultation in due course.
3) Net Zero
This remains a commitment for the College subject to the staffing structure being
finalised and resources being available to address the inevitable funding shortfall.
Resource Implications
No further resource implications require to be noted in this paper.
Consultation
No formal consultation is required to be completed. The audit report has been discussed
with the relevant members of the Senior Leadership Team (SLT) and the required actions
are being undertaken to address the recommendations made.
Risks
There are no further risks required to be considered as a result of this report.
Equality Impact Assessment
An equality impact assessment is not applicable to this paper given the subject matter.
Recommendation
The Audit and Risk Committee is requested to consider and approve the report.
Alan Ritchie
Vice Principal, Finance and Infrastructure
19 March 2024

Publication

This paper will be published on the College’s website.
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Ayrshire College (Paper 3)
Audit and Risk Committee
19 March 2024

Strategic Objective SOS5 High performing college underpinned by excellence in

Reference: stewardship and governance
Subject: Internal Audit Report — Student Retention
Purpose: The paper provides an overview of the recently conducted internal

audit review into Student Retention at the College.

Recommendation: The Audit and Risk Committee is requested to consider and approve
the report.

1 Executive Summary

This review formed part of the 2023-24 Annual Internal Audit Plan. The purpose of this
assignment was to review the levels of student retention at the College. The auditors
assessed the processes in place at the College to highlight problem areas and where
retention is low. They also assessed the steps taken by the College to address areas of
poor student retention.

Overall Assurance: Strong
The overall conclusion is as follows:

‘Following our review, we can provide the College with a strong level of assurance
surrounding the controls in place to manage student retention. We assessed the
processes in place at the College where problem areas and low retention have
been highlighted. We have raised several good practice points and two low grade
recommendations for improvement.’

The report has identified several areas of good practice (page 14).

2 Detailed Report

The College has accepted the two low grade recommendations, and these will be added
to the Rolling Audit Action Plan.

3 Resource Implications

No further resource implications require to be noted in this paper.

4 Consultation

Audit and Risk Committee, 19 March 2024 1



No formal consultation is required to be completed. The audit report has been discussed
with the relevant members of the Senior Leadership Team (SLT) and the required actions
are being undertaken to address the recommendations made.
Risks
There are no further risks required to be considered because of this report.
Equality Impact Assessment
An equality impact assessment is not applicable to this paper given the subject matter.
Recommendation
The Audit and Risk Committee is requested to consider and approve the report.

Alan Ritchie

Vice Principal, Finance and Infrastructure
19 March 2024

Publication

This paper will be published on the College’s website.

Audit and Risk Committee, 19 March 2024 2
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Ayrshire College (Paper 5)
Audit and Risk Committee
19 March 2024

Strategic Objective SOS5 High performing college underpinned by excellence in

Reference: stewardship and governance
Subject: 2024-25 Draft Internal Audit Plan
Purpose: This paper presents to the Audit and Risk Committee the draft 2024-

25 Internal Audit Plan for review.

Recommendation: The Audit and Risk Committee is requested to consider the draft

2024-25 Internal Audit Plan prior to approval at the June 2024
Committee meeting.

Executive Summary

The Audit and Risk Committee is required to annually agree the Internal Audit Plan for the
following year. An initial 2024-25 plan was agreed at the June 2023 Committee meeting
where the 2023-24 plan was approved.

The College has engaged with Wylie & Bisset to review the 2024-25 draft plan and
consider what amendments could be made to it following the completion of the 2023-24
plan and wider assurance / compliance work undertaken by the College.

As part of this review the College has created an Audit Needs Assessment (audit universe)
which reviews the actual audit assignments undertaken over the last three years against
the other areas which the College might undertake future audit assignments (see Appendix

1),

A review of this Audit Needs Assessment is noted within the report along with potential
changes to the 2024-25 internal audit plan.

Background

Wylie & Bisset LLP were appointed with effect from 1 August 2022 for an initial three-
year period to 31 July 2025 with the option to extend this contract by a further two years.

The prime responsibility of the Internal Audit Service (IAS) is to provide the Board of

Management, via the Audit and Risk Committee, with an objective assessment of the
adequacy and effectiveness of management's internal control systems.

Audit and Risk Committee, 19 March 2024 1



The Internal Auditor objectively examines, evaluates, and reports on the adequacy of
internal control thus contributing to the economic, efficient, and effective use of
resources and to the reduction of the potential risks faced by the College. Also, the
operation and conduct of the Internal Auditor must comply with the standards and
guidelines set down by the Chartered Institute of Internal Auditors.

In June 2023, the Audit and Risk Committee approved the 2023-24 Internal Audit Plan,
which also included the draft 2024-25 plan. The Internal Audit Plan therefore took the
College to the end of the current internal audit contract assuming no further extensions
were granted.

The Audit Needs Assessment (Appendix 1) indicates the audits that have been
undertaken over the course of the first two years of the contract, the planned work for
2024-25 and has been expanded to include other areas which may be subject to future
audit assignments.

Audit Needs Assessment (ANA)

The ANA is split into sections and a commentary on potential future audits is noted
below for consideration by the Committee:

Financial Systems
¢ Review of Financial Regulations
o Potential to review the Financial Regulations to ensure that they are compliant
with the SFC Financial Memorandum / SPFM.

e Procurement and Tendering
o College will be subject to a review of procurement and tendering during 2024
by APUC. Results of this review will be fed back to the Committee.

e Alternative / Non-SFC Funding Sources
o This area is subject to review by the College and maybe suitable for audit
assignment in 2025-26

e Treasury & Cash Management
o The College has no control over who it banks with and is required to only hold
cash as needed. Limited benefit in auditing this area.
e Payroll Review
o Significant area of expenditure which has not been subject to recent audit
work.

Non-Financial Systems

e Potential areas for review are noted and can be considered should the Committee
feel there is a material risk to the achievement of the College strategic objectives in
these areas.
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Strategy

e Potential areas for review are noted and can be considered should the Committee
feel there is a material risk to the achievement of the College strategic objectives in
these areas.

e The College Sustainability Strategy is due for review in 2024-25. At the current time
the College is currently reviewing its staffing structures with a view to increasing the
prominence of sustainability. It is felt that 2024-25 will be too soon to see the results
of this work and request that the work is delayed until a future time.

o Five days could therefore be released for other audit work.

Student
¢ |t would be anticipated that student related activities are the subject of at least one

audit assignment per year. This has been the case and student recruitment is
scheduled for review in 2024-25

People

e Much like student activity, it would be anticipated that staff related activities are the
subject of at least one audit assignment per year. The original 2024-25 plan had 5
days allocated to Human Resources.

¢ The College would propose using the 5 days to review the sickness absence
recording and reporting procedures across the organisation. Given the levels of
sickness absence and the associated costs, it is felt that a review will provide
assurance that the College is taking all steps to address the challenges in this area.

IT Systems

e The College is currently undertaking a significant amount of work to enhance its IT
infrastructure and architecture through several transformation projects. The IT
controls are also subject to review as part of the external audit process and reported
upon annually.

e |tis proposed that no further work be undertaken in this area during 2024-25 with
work to be carried out in 2025-26 on the Response Planning to an IT Incident.

Governance
e Business Continuity and Disaster Recovery can be subject to a separate audit /
scenario exercise to be undertaken by the College insurance provider. They are
experts in this field and will report back on the current College BCP arrangements.
o Six days could therefore be released to other audit work.

e Work could be undertaken to review both GDPR and Freedom of Information request
policies and procedures.

Audit and Risk Committee, 19 March 2024 3



Funding and Required
e These are set days to undertaken statutory audits and the management of the
internal audit contract.

The Audit and Risk Committee are requested to review the Audit Needs Assessment
considering:

e The strategic risks faced by the College.
e The overall coverage as shown in the Audit Needs Assessment.
e The College strategic objectives

The Committee are requested to consider whether the draft 2024-25 plan is appropriate
and if so the College and internal auditors will look to develop the high-level remit and
timing for the implementation of the 2024-25 plan. The final 2024-25 internal audit plan
will be brought back to the June 2024 Committee meeting for approval.

Based on the discussion at the Committee, the College will also look to develop a plan
that takes the College to the end of the potential internal audit contract in 2026-27.

Resource Implications

No further resource implications require to be noted in this paper.

Consultation

No formal consultation is required to be completed.

Risks

There are no further risks required to be considered because of this report.

Equality Impact Assessment

An equality impact assessment is not applicable to this paper given the subject matter.
Recommendation

The Audit and Risk Committee is requested to consider the draft 2024-25 Internal Audit

Plan prior to approval at the June 2024 Committee meeting.

Alan Ritchie
Vice Principal, Finance and Infrastructure
19 March 2024
Publication
This paper will be published on the College’s website.
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Ayrshire College (Paper 7)
Audit and Risk Committee
19 March 2024

Strategic Objective SOS5 High performing college underpinned by excellence in

Reference: stewardship and governance
Subject: Rolling Audit Action Plan
Purpose: To provide Members with an update on the recommendations made

by both the internal and external auditors.

Recommendation: The Audit and Risk Committee are requested to note the content of
the report.

Executive Summary

This paper details the internal and external audit recommendations and the status of the
actions taken by the College. The College has six outstanding audit recommendations, of
which two have been completed.

A review of College evidence and closure of completed recommendations will be
undertaken by the internal auditors in April 2024 and reported to the June 2024
Committee.

Background

The Rolling Audit Action Plan is maintained on the Internal Audit Teams site which
allows the responsible managers to update their responses in real time. The RAAP is
reviewed at Senior Leadership Team meetings and is presented to each meeting of the
Audit and Risk Committee.

Status of Recommendations
The table below shows the source of each recommendation and the priority level
assigned to them:

Year High Medium | Low Total
IA - Financial Regulations - - 1 1
2022-23 1A Credits - - 1 1
C/fwd. 0 0 2 2
IA - Budget and Monitoring - - 1 1
EA - IT Controls - 1 - 1
2023-24 EA — Performance Indicators - - 1
EA — Infrastructure Strategy - - 1 1
Total 0 1 5 6

1|Page



The College considers that it is making satisfactory progress in addressing the
recommendations, as indicated in the table below:

Status High | Medium | Low Total
Completed - - 2 2
Progressing - 1 3 4
Not Started - - - -
Total - 1 5 6

Resource Implications
No further resource implications require to be noted in this paper.

Consultation
No formal consultation is required to be completed.

Risks
There are no further risks required to be considered because of this report.

Equality Impact Assessment
An equality impact assessment is not applicable to this paper given the subject matter.

Recommendation
The Audit and Risk Committee are requested to note the content of the report.

Alan Ritchie
Vice Principal, Finance and Infrastructure
19 March 2024

Publication

This paper will be published on the College’s website.
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Ayrshire College (Paper 9)
Audit and Risk Committee
19 March 2024

Strategic Objective SO5 High performing college underpinned by excellence in
Reference: stewardship and governance.

Subject/Purpose: 2022-23 National Fraud Initiative
Action Required: To Note

Appendices: Yes

1. Summary/Key Points

The College continues to participate in the National Fraud Initiative (NF1) as part of the
wider assurance / compliance work undertaken by the organisation. Audit Scotland’s
last report “The National Fraud Initiative in Scotland 2022, published in August 2022,
describes how the NFI has helped to identify outcomes of £14.9m from the 2020-21
exercise, with cumulative outcomes across Scotland since 2006-07 of £158.5m of
fraud, overpayments and errors.

The College has participated in the 2022-23 NFI exercise and this report provides an
update for the Committee on the NFI process along with a review of the Audit
Scotland Self-Assessment Checklist (Appendix A).

2. Proposals and Recommendations
Committee members are asked to note the content of this report.

3. Associated Risks
N/A

4. Equality and Diversity Impact Assessment (if applicable)

An impact assessment is not applicable given the subject of this paper.

Audit and Risk Committee 19 March 2024 1



NATIONAL FRAUD INITIATIVE REPORT

1. BACKGROUND

1.1 The NFl is a counter-fraud exercise across the UK public sector which aims to
prevent and detect fraud. The Cabinet Office oversees it, and Audit Scotland
leads the exercise in Scotland, working with a range of Scottish public bodies
and external auditors.

1.2  The NFI takes place every second year. The NFI’s key features as highlighted
by the latest Audit Scotland report are:

@)
©)
@)

O

Acts as a deterrent to potential fraudsters.

Identifies errors and fraud enabling appropriate action to be taken.
Operates across boundaries and public bodies in different sectors
and countries.

Can provide assurances that systems are operating well.

Can identify where system improvements are required.
Represents value for money through centralised data processing
and identifying targeted high-priority matches.

1.3  The diagram below shows how the NFI exercise works:

Exhibit 2

How the biennual MFI exercise works

" Data matching
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1.4  Public bodies that take part in the NFI in Scotland include the Scottish
Government and other central government bodies, all councils, NHS bodies,
pension administering bodies, the Scottish Fire and Rescue Service, Police
Scotland, and colleges.

1.5 The NFI process is carried out under part 2A of the Public Finance and
Accountability (Scotland) Act 2000. This legislation provides that Audit
Scotland may carry out data matching exercises or arrange for them to be
carried out on its behalf.

2. 2022-23 Exercise

2.1 The National Fraud Initiative (NFI) is a data matching exercise which matches
electronic data within and between participating bodies to prevent and detect
fraud. The Code of Data Matching Practice sets out further guidance on data
governance which all public bodies participating in data matching must have
regard to.

2.2  The timeline for the 2022-23 exercise is noted below along with key actions
undertaken by the College:

Key

Milestones Actions Status

The Cabinet Office publishes the
29 July 2022 2022/23 NF final data specifications For noting
and instructions.

Key Contacts will log in to the 2022/23
web application Data File Upload

31 Aug 2022 (DFU), check the list of expected Completed
datasets is accurate and advise the
NFI Helpdesk of any changes to the list

Participants submit privacy notice
30 Sept 2022 | compliance returns in the NFI web Completed
application

Participants extract and submit
2022/23 NFI data to the NFI web
18 Nov 2022 application through the Data File Completed
Upload facility, in accordance with the
data specifications.

The NFI team makes the 2022/23 NFI

26 Jan 2023 exercise matches available for Completed
investigation by participating bodies.

Late External auditors will review NFI

2023/early governance arrangements and Completed

2024 progress in reviewing matches.

31 Mar 2024 Audit Scotland will use the outcomes Pending

as at this date for its national report.

Audit Scotland will publish the 2022/23

Summer 2024 NFI report.

Pending
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3.1

4.1

5.1

5.2
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Data request and submission

The NFI review is undertaken every two years and the 2022-23 exercise was
the fourth such request from Audit Scotland for the College to participate. The
required data was limited to payroll / purchase ledger transaction / standing
data. In the case of payroll data, this consisted of current employee standing
data including national insurance (NI) numbers along with year to date (YTD)
earnings. For purchase ledger information, the College supplied current
address and standing data for trade creditors, and transaction histories for the
period October 2019 to 30 September 2022. In line with the Audit Scotland
timetable the required data was submitted by the 18 November 2022
deadline.

Privacy Notice

The Cabinet Office uses the term "Fair Processing Notices" to refer to
informing individuals that their data is being shared. The Information
Commissioner’s Office promotes the use of the term ‘privacy notice’ to
describe the provision of this information, and this is the terminology that we
use. The College follows the guidance from Audit Scotland's website and e-
mailed a copy of the Privacy Notice to all staff on 31 October 2022.

Outcome

The College has an established internal process for review of the outcomes
notified by NFI. Where an outcome is recorded, the College is required to
investigate the query and respond via the secure web site as to the outcome
of the investigation. These investigations were undertaken by senior finance
staff as appropriate. The Head of Financial Services has overall responsibility
for the review of NFI data.

Outcome — Payroll
The Vice Principal Finance, with support from the Financial Accountants,

completed a review exercise during March 2023 for matched payroll
information.



5.3 The matches were the result of cross-referencing employees NI numbers
between participating bodies. Noted below is the initial outcome of the payroll
data matching exercise:

High 1
Nil 2
Total 10

5.4  Of the 10 payroll matches, 1 was categorised as ‘High’ risk; this match
reported that one member of our staff was also employed by The Scottish
Police Authority. This is the Chair of the College Board who also sits on the
board of The Scottish Police Authority. The matter was closed as it was
concluded that there was no issue with the individual sitting on another board.

5.5 The remaining 9, Nil to Medium risk matches were investigated and related to
individuals who have another employment alongside their College contract.
e Two were employed by the College but were also local councillors.

e Four were employed by the College but also worked elsewhere on a
casual basis.

¢ One was employed by the College on a casual basis but also had
employment elsewhere.

e One was matched as working full time for both employers but on
investigation, the person had left the previous employer before starting
with the College.

e The last match had two part time jobs, one at the College and one
elsewhere.

No issues identified with any of these matches.

5.6  All of the payroll outcomes have been marked as ‘Closed — No Issue’ on the
NFI website.

Outcomes — Purchase Ledger

5.7  The Financial Accountants assisted by the Purchase Ledger Team carried out
the review exercise for matched information during March 2023. The NFI
process is to look at supplier name, addresses and invoice details to identify
instances where there is a match in the data sets submitted by the College.
The outcome of the exercise, as noted below, was reported to the Vice
Principal Finance.
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5.8

5.9

6.1.

6.2.

6.3.

6.4.
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There were a total of 162 matches, of which 152 relate to purchase ledger
data as listed in the table below. The remaining 10 related to payroll and were
dealt with in section 5.2 above.

66 Payroll to Payroll 10
81 Payroll to Creditors 2
m Duplicate creditors by creditor name 2
@ Duplicate creditors by address detail 9
m Duplicate creditors by bank account number 6
w Duplicate records by amount and creditor reference 130
709 VAT overpaid 2
750 Procurement - Payroll to Companies House (Director) 1
TOTAL 162

Of the 152 purchase ledger matches identified for investigation, 152 were
reviewed with reference to the supplier account on the finance system with no
errors or frauds being identified.

Self-Appraisal Checklist

One of the actions arising from the Audit Scotland report ‘The National Fraud
Initiative in Scotland 2022’ is for public bodies to carry out a self-appraisal to
ensure that their organisation’s planning, approach, and progress during the
NFI exercise is appropriate.

The College’s NFI Self-Appraisal Checklist 2022-23 (relevant section on
Planning) is attached at Appendix A. Part A of the appendix is designed to
assist Audit and Risk Committee members when reviewing, seeking
assurance over, or challenging the effectiveness of the College’s participation
in the NFI. Part B of the appendix is for staff involved in planning and
managing the NFI| exercise.

Assurances about the initial planning, resourcing and data submissions
associated with the College’s participation in the NFI 2022-23 exercise can be
taken from the updates and self-appraisal outcomes contained within this
report.

External Audit Review

As part of Audit Scotland requirements, the external auditors will review the
outcome of the matches notified to the College.



6.5. This work was completed as part of Azets audit, and a report will be submitted
to Audit Scotland. The auditors raised no issues with the College approach to
the 2022-23 NFI exercise.

Alan Ritchie
Vice Principal Finance and Infrastructure
19 March 2024

(Liz Walker, Head of Financial Services)
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Self-appraisal checklist

1. Appendix 1 includes a two-part checklist that we encourage all participating
bodies to use to self-appraise their involvement in the NFI prior to and during
the NFI exercises.

e Part Ais designed to assist audit committee members when reviewing,
seeking assurance over or challenging the effectiveness of their body’s
participation in the NFI.

e Part B is for staff involved in planning and managing the NFI exercise.
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Appendix 1

Self-appraisal checklists

Part A:

For those charged with
governance

Yes/No/Partly

Leadership, commitment and communication

Is action
required?

Who by
and
when?

4. Have we considered using the point
of application data matching service
offered by the NFI team (AppCheck),
to enhance assurances over internal
controls and improve our approach to
risk management?

Not felt as appropriate given low
quantity of data. The College
uses the data match notifications
received from NFI. Lessons
learned from these situations are
then used to inform and develop
existing college processes.

1. Are we aware of emerging fraud risks Yes No
and taken appropriate preventative and The College Strategic Risk
detective action? Register is updated and
reviewed as part of the Board
and Committee cycle.
2. Are we committed to NFI? Has the Yes No
council/board, audit committee and The Senior Leadership Team
senior management expressed support is supportive of the exercise
for the exercise and has this been and this has been shared with
communicated to relevant staff? all staff.
3. Is the NFI an integral part of our Yes No
corporate policies and strategies for There is reference to NFI on the
preventing and detecting fraud and College website and fraud
error? prevention is included within the
College’s financial regulations.
Yes No

used the matches returned to us (e.g.
council tax single person discounts), are
we satisfied that alternative fraud
detection arrangements are in place

The College uses the NFI
matching service. Student
Funding and Student Services
engage with DWP for
validation/queries.

5. Are NFI progress and outcomes Yes No
reported regularly to senior Reports are provided at the start
management and elected/board of the exercise and by exception
members (e.g., the audit committee or ©On the outcomes. If significant
equivalent)? issues or frauds arose within the
College or the sector then these
may also be reported to the
Board or senior management.
6. Where we have not submitted data or N/a No
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and that we know how successful they
are?

7. Does internal audit, or equivalent,
monitor our approach to NFIl and our
main outcomes, ensuring that any
weaknesses are addressed in relevant
cases?

Yes

NFI is reviewed by external audit
as part of their programme of
work. Internal audit work is risk
based. This covers all aspects of
financial oversight and fraud. If
significant issues arose then
internal audit resources would be
targeted to review the identified
areas.

No

8. Do we review how frauds and errors Yes No
arose and use this information to This is done on an exceptions
improve our internal controls? basis. The College also

considers the lessons learned

from other colleges.
9. Do we publish, as a deterrent, N/a N

internally and externally the
achievements of our fraud investigators
(eg, successful prosecutions)?

This is done on an exceptions
basis. The level of reporting and
detail would also be reviewed at
these times, if applicable.

Part B:

For NFl Key Contacts and
users

Planning and preparation

Yes/No/Partly

Is action
required?

1. Are we aware of emerging fraud risksYes No
and taken appropriate preventative andThe College Strategic Risk
detective action? Register is updated and

reviewed as part of the Board

and committee cycle.
2. Are we investing sufficient resources Yes No
in the NFI exercise? The current level of resources

would be increased if significant

or repeated instances of fraud

took place.
3. Do we plan properly for NFI Yes No
exercises, both before submitting data The College’s Finance
and prior to matches becoming Department review
available? This includes considering the @rrangements for submitting data
quality of data. and for matches.




Appendix 1| 8

4. Is our NFI Key Contact the Yes No
appropriate officer for that role and do  Our key contact is VP Finance
they oversee the exercise properly? Are and Infrastructure who oversees
our Key Contact’s details up to date on the exercise. All user details are
the NFI| system? Lol el
5. Does our Key Contact have the time [Yes No
to devote to the exercise and sufficient
authority to seek action across the
organisation?
6. Where NFI outcomes have been low Yes No
in the past, do we recognise that this ~ The College recognizes that no
may not be the case the next time, that Organisation can be complacent
NFI can deter fraud and that there is ~ @bout fraud and the College has
value in the assurances that we can  FoPustinternal controls in place
el T o Gllleeres to mitigate thel potential for fraud.
These are reviewed on an
ongoing basis.
7. Do we confirm promptly (using the Yes No
online facility on the secure website)  College complies with deadlines
that we have met the fair processing ~ Set by NFI
notice requirements?
8. Do we plan to provide all NFI data on Yes No
time using the secure data file upload
facility properly?
9. Have we considered using the point Yes No
of application data matching service ~ The College uses the NFI data
offered by the NFI team (AppCheck) to matching service. Intelligence
enhance assurances over internal gained through identified
controls and improve our approach to matches (even though not
risk management? fraudulent) is _used to develop
and enhance internal controls.
Effective follow-up of matches
10. Do all departments involved in NFI [Yes No
start the follow-up of matches promptly This process is led by the
after they become available? College’s key contact who has
sufficient authority to ensure this
happens.
11. Do we give priority to following up Yes No
high-risk matches, those that become Fraud is treated seriously by the
quickly out-of-date and those that could College and prompt action is
cause reputational damage if a fraud is always taken on any suspected
not stopped quickly? fraud.
12. Are we investigating the Yes No

circumstances of matches adequately
before reaching a ‘no issue’ outcome, in
particular?

All matches are investigated and
a reason provided before being
recorded as no issue. Record
kept of reason for decision.
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13. (In health bodies) Are we drawing N/a N/a
appropriately on the help and expertise
available from NHS Scotland Counter
Fraud Services?
14. Are we taking appropriate action in Yes No
cases where fraud is alleged (whether Appropriate action is taken and
disciplinary action, penalties/cautions or i8 in line with the College’s
reporting to the Procurator Fiscal)? Are @pproved policy.
we recovering funds effectively?
15. Do we avoid deploying excessive  Yes No
resources on match reports where early Decisions are taken throughout
work (e.g., on high-risk matches) has ~ the process to ensure an
not found any fraud or error? effective, but proportionate, use

of resources.
16. Where the number of high-risk Yes No
matches is very low, are we adequately All matches are considered and
considering the medium and low-risk @ decision reached.
matches before we cease our follow-up
work?
17. Do we follow up matches which N/a N/a
indicate a customer may be eligible for
a benefit or service which they currently
do not receive?
18. Overall, are we deploying Yes No
appropriate resources on managing the
NFI exercise?
Recording and reporting
19. Are we recording outcomes properly Yes No
in the secure website and keeping it up
to date?
20. Do staff use the online training Yes No
modules and guidance on the secure  [This is on an exceptions basis.
website, and do they consult the
Cabinet Office NFI team if they are
unsure about how to record outcomes
(to be encouraged)?
21. If, out of preference, we record N/a N/a

some or all outcomes outside the
secure website, have we made
arrangements to inform the Cabinet
Office NFI team about these outcomes?

All outcomes are recorded on the
secure website.




Appendix 2 | 10

Appendix 2

Suggestions for improving efficiency and effectiveness

Area How to work more efficiently

Use the NFI software efficiently

Ensure staff involved in the NFI keep up to
date with new features of the web application
and good practice, by reading the guidance
notes and watching the online training
modules before they begin work on the
matches.

Act upon the matches that are time critical, so
| identify overpayments at an early stage

Key Contacts should schedule staff
resources so that time critical matches, such
as housing benefit to students, can be dealt
with as soon as they are received.

Coordinate investigations across internal
departments to avoid duplication of effort or
delays in identifying overpayments

Key Contacts should coordinate
investigations across internal departments
and, eg organise joint investigation of single
person discount matches involving housing
benefit, to ensure all relevant issues are
actioned.

Only spend time looking at matches that meet
local fraud risks

Use the tools within the web application,
such as the filter and sort options or data
analysis software, to help prioritise

matches that you deem the highest risk.

You should also look back to see which
reports in a previous exercise gave you
outcomes.

This will save time and free up staff for the
most important investigations.

Respond to enquiries from other
organisations that take part in the NFlI
promptly

The web application shows the number of
shared comments which require a
response (Outstanding Actions). These
responses should be prioritised if they
relate to an ongoing investigation so that it
can be progressed promptly.
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Address data quality issues highlighted within
the web application Data Quality Module
before the next NFI exercise

Review the quality of the data supplied
before the next exercise as external
providers normally have to phase in changes
to extraction processes. Better data quality
will improve the quality of resulting matches.

Prioritise employee fraud recovery and the
use of civil sanctions

Develop capability and capacity to punish
fraudsters, ensuring that investigations are
not abandoned if the individual resigns,
leaves the property etc. Seek, through
collaborating with law enforcement and
the courts, the recovery of defrauded
funds.

Source: Cabinet Office NFI web app




